de Almeida et al. European Radiology i EUROPEAN SOCIETY OF RADIOLOGY

https://doi.org/10.1007/s00330-025-11654-6 Ell ro p ean Ra dlology
REVIEW ~ OpenAccess

: , : : ®
Medical machine learning operations: a 2

framework to facilitate clinical Al
development and deployment in radiology

José Guilherme de Almeida'*@®, Christina Messiou?, Sam J. Withey?, Celso Matos', Dow-Mu Koh? and
Nickolas Papanikolaou'

Abstract

The integration of machine-learing technologies into radiology practice has the potential to significantly enhance diagnostic
workflows and patient care. However, the successful deployment and maintenance of medical machine-learning (MedML)
systems in radiology requires robust operational frameworks. Medical machine-learning operations (MedMLOps) offer a
structured approach ensuring persistent MedML reliability, safety, and clinical relevance. MedML systems are increasingly
employed to analyse sensitive clinical and radiological data, which continuously changes due to advancements in data
acquisition and model development. These systems can alleviate the workload of radiologists by streamlining diagnostic tasks,
such as image interpretation and triage. MedMLOps ensures that such systems stay accurate and dependable by facilitating
continuous performance monitoring, systematic validation, and simplified model maintenance—all critical to maintaining trust
in machine-learning-driven diagnostics. Furthermore, MedMLOps aligns with established principles of patient data protection
and regulatory compliance, including recent developments in the European Union, emphasising transparency,
documentation, and safe model retraining. This enables radiologists to implement modern machine-learning tools with
control and oversight at the forefront, ensuring reliable model performance within the dynamic context of clinical practice.
MedMLOps empowers radiologists to deliver consistent, high-quality care with confidence, ensuring that MedML systems stay
aligned with evolving medical standards and patient needs. MedMLOps can assist multiple stakeholders in radiology by
ensuring models are available, continuously monitored and easy to use and maintain while preserving patient privacy.
MedMLOps can better serve patients by facilitating the clinical implementation of cutting-edge MedML and clinicians by
ensuring that MedML models are only utilised when they are performing as expected.

Key Points

Question MedML applications are becoming increasingly adopted in clinics, but the necessary infrastructure to sustain
these applications is currently not well-defined.

Findings Adapting machine learning operations concepts enhances MedML ecosystems by improving interoperability,
automating monitoring/validation, and reducing deployment burdens on clinicians and medical informaticians.

Clinical relevance Implementing these solutions eases the faster and safer adoption of advanced MedML models, ensuring
consistent performance while reducing workload for clinicians, benefiting patient care through streamlined diagnostic
workflows.
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Fig. 1 Medical machine learning workflow with MedML. The patient sees their clinician as usual and undergoes a given number of exams. The medical
doctor uses these exams to run a MedML workflow, which produces a prediction. The clinician then confirms and discusses the prediction from

the model

Introduction

Machine-learning (ML) models have been at the forefront of
recent advances in computationally-assisted diagnosis systems
in medicine and, particularly, in radiology [1, 2]. These
medical machine learning (MedML) models are mathematical
and computational constructs capable of generating a diag-
nosis or computing a risk score from patient data. These
models have demonstrated significant potential in various
radiology applications, including disease management aspects
such as screening [3], diagnosis, prognosis and treatment
monitoring [4]. They show potential applications for early
detection [5] and incidental findings [6, 7]. A recent preprint
suggested MedML models could also be used to triage
patients, recommending manual diagnosis only when the
MedML system is uncertain [8]. Other MedML systems can
improve the workflow of radiologists. Deep-learning-assisted
image reconstruction of CT [9] and MRI images [10, 11]
can reduce acquisition times. Additionally, automatic

segmentation [12-14] can accelerate diagnosis by facilitating
anatomical volumes quantification, or be applied for radio-
therapy treatment planning [15, 16]. With medical profes-
sionals, MedML has the potential to improve routine medical
exam accuracy [3, 17] while lowering costs and reducing
workload [15, 18-20].

A typical MedML workflow in radiology (Fig. 1)
involves:

i. Data collection after patient consultation and
examination.

ii. Prediction (or inference) after de-identification (if
the prediction happens outside of the medical
centre) using a trained and validated model.

ili. Confirmation of the results of the model output by
a trained medical expert after re-identification (if
necessary).

iv. Discussion of results with the patient or
application of the results for patient management.
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We refer to the orchestration of this workflow as a
MedML system, integrating one or more MedML models
to deliver clinical predictions.

Hurdles in medical machine-learning (MedML)
deployment

While promising, the potential of MedML is hard to
realise. A 2024 report surveying 34 medical centres
showed that while 73% wanted to deploy clinical artificial
intelligence (AI) systems, only 16% had governance poli-
cies on Al and data usage [21]. A study on federated
learning—where a model is concurrently optimised across
medical centres without centralising data—highlighted
the necessity for coordinated computational infra-
structure if hospitals are unable to externalise data during
prediction [22]. Additionally, updating digital medical
practices can be time-consuming [23]. Implementing Al
tools in clinical practice was complicated as it requires
routine performance assessments and clear articulation of
requirements among various stakeholders, including
medical, technical, and financial teams [24]. A survey of
health professionals highlighted the need for alternative
and innovative approaches facilitating continuous model
assessment [25]. Studies also show that a significant
portion of healthcare workers and students lack adequate
education on MedML systems [26-31]. A qualitative
assessment on the adoption of a MedML system reflected
similar findings [32].

Furthermore, ML model deployment is highly experi-
mental, as noted in a survey of ML engineers [33]. When
translating models from data science to usable models in
the real world, ML engineers actively experiment to
understand how the model behaves and how continuous
validation/tuning impacts performance. One respondent
provided an illustrative quote—“We don’t have a good
idea of how the model is going to behave in production
until production.” Finally, ML scholarship tends to

Table 1

Definition of software development operations (DevOps)
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exaggerate claims and focus on irrelevant validations,
making research and public adoption more complicated
by reducing reproducibility and creating unrealistic
expectations [34, 35].

The issues above are not unique to radiology MedML
but are compounded by working with clinical images and
data or aggravated by the medical context. Medical data,
which is formatted and stored differently depending on
hospital-specific medical database systems, has added
legal/ethical constraints concerning strict patient con-
fidentiality and anonymity. This forestalls the develop-
ment of consistent cross-institutional pipelines which are
performant and capable of ensuring patient privacy,
complicating automated continuous validation. Conse-
quently, continuous data collection and annotation are
hindered, making continuous monitoring, validation and
(re)training more complicated. This is crucial as changes
to protocol and scanner manufacturer [14, 36-39] can
affect performance. While speculative, model retraining
can become necessary in MedML systems as ML model
performance degrades with time [40], an effect also
observable in MedML [41, 42].

Here, we do not attempt to claim that clinical institu-
tions are incapable of implementing MedML systems.
Instead, we offer a framework—outlined below—which
not only facilitates the deployment of MedML systems in
radiology practice but also benefits medical, technical,
legal, and financial stakeholders. Indeed, no commercial
MedML solutions implement continuous validation
strategies.

The growing field of machine-learning operations
(MLOps)

To address issues affecting the development and deploy-
ment of ML models, the field of MLOps has become
increasingly popular. MLOps applies software develop-
ment operation practices (DevOps; Table 1) to ML

Definition Who does it

Key aspects

DevOps can be loosely defined as the practice of
facilitating the collaboration between software
development teams and information
technology/deployment teams [129].

accumulate both roles [34, 41].

For instance, ML model development teams may
focus on data preparation and model training/
optimisation, whereas ML model deployment
teams are concerned with distributing this
model to end users and ensuring that data and

Software development and deployment are
typically performed by different teams which
prioritise different aspects (this extends to ML
[45]), but a sizable fraction of individuals

A key aspect of DevOps is continuous integration
and continuous deployment (CI/CD), which
consists of a software development paradigm
focusing on quickly and seamlessly integrating
frequent changes to software programmes.
This requires additional safety barriers preventing
incorrect changes from being exposed to end
users, making unit testing and collaborative code
reviews essential to the correct functioning of Cl/
CD frameworks.

inference operations are coordinated.
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development. MLOps comes with additional require-
ments: the development of data models (ways of auto-
matically checking and cleaning data), continuous
monitoring/validation (to ensure model performance does
not drop as time progresses), and, sometimes, automated
model retraining (if performance drops below a given
threshold). Many companies utilise MLOps frameworks
to automate data collection and model serving, training
and validation in fields such as banking (for card fraud
detection, loan approval or credit scoring), retail (for
product recommendation or automatic visual recognition
of cosmetic products) and deliveries (forecasting the
necessary delivery employees at specific times and
dynamic pricing) [43]. Importantly, a survey of over 300
data scientists highlighted how MLOps is crucial for
applications where organisations are interested in train-
ing, validating, monitoring or deploying multiple models
[44], as is the case with MedML, particularly in radiology.

However, implementing these platforms is not
straightforward. An exposition of two real-world cases
focusing on data integration and AI/ML system scaling
highlights hurdles present in the deployment and scaling
of MLOps platforms. The first case describes how a
software product providing data-driven patient-level risks
related to hip and knee joint replacement surgery mana-
ged to overcome challenges associated with data inte-
gration and harmonisation. The second case focuses on
how a government-initiated programme scaled a software
responsible for matching citizens with the best possible
public services [45]. The issues they run into are common
to large-scale data-driven approaches, and can be related
to modern problems in radiology MedML:

* Data integration (or harmonisation) was laborious
during deployment as this required integrating data
from multiple sources/formats in a data lake (a
centralised data repository with a uniform format),
only then making ML model training/monitoring
possible. In radiology, different vendors/models have
specific tags referring to specific parameters
necessary for data pre-processing. Additionally,
data harmonisation between medical centres is
challenging due to scanner-specific artefacts or
shifts in the population being assessed.

* Scaling challenges: the example highlighted
difficulties in scaling an application designed for
individual users in Finland. Since it relied on users
providing their own data, encouraging people to
share data and verify sample authenticity were major
hurdles. For instance, in medical ML, collecting
informed consent can be tricky, but telemedicine
methods may help solve this [46]. In radiology,
informed consent collection is crucial for
prospective model validation, but few centres have
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simple, electronic methods enabling large-scale
collection.

* Model deployment: during model deployment,
combining data sources for model training
becomes necessary, requiring either harmonising
data from multiple sources or integrating different
models. The former additionally requires protocols
for data sharing, while the latter may increase the
number of faults in ML models [47]. In radiology,
there are already multiple platforms for model
deployment/orchestration, but few offer holistic
integration between different models.

* Monitoring issues: monitoring also became complicated
—the burden of monitoring and validating predictions
was on end users, leading to missing validation or
inaccurate data. To address this in medical centres,
automating data de-identification, collection, and
organisation is crucial. In radiology, prospective data
collection is essential for model validation, but collecting
data is mostly performed “manually”: radiologists
dedicate time and energy to gather data across
institution-specific databases.

These issues are not particular to MLOps but are
illustrative of issues which arise when scaling applications.
Nonetheless, and similarly to DevOps [48], other issues
such as data quality, compute and model complexity can
arise during MLOps deployment [49].

Medical machine-learning operations (MedMLOps)
Considering the technical challenges in MedML devel-
opment, we suggest MLOps as a grounded perspective to
address some problems associated with deploying
MedML. We refer to the integration of MedML with
MLOps as MedMLOps (Medical Machine Learning
Operations) and suggest four distinct pillars: i) availability,
ii) continuous monitoring, validation and (re)training, iii)
patieent privacy and data protection, and iv) ease of use’
(Fig. 2). Through this article, we show how these four
pillars (Fig. 3) are crucial for MedML systems, starting
with short, focused descriptions of each to better illustrate
their importance from a clinical radiology perspective:

— Availability. MedMLOPs systems ensure that
radiologists can always use the same models,
guaranteeing that patients can always benefit from
consistent clinical services.

[ Readers familiar with literature on reliable computer systems are likely to
find some parallels with the concept of reliability, availability and serviceability
(RAS) [50]; we note that our own selection of MedMLOps desiderata tried to
make evident these three principles—availability ensures availability,
continuous monitoring, validation and (re)training ensures reliability, and ease
of use (for both the end-user and the developer) ensures serviceability.
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Fig. 2 Medical machine learning workflow with MedMLOps. The workflow for the patient and clinician is identical to that of a typical MedML workflow.
However, the MedML pipeline, through the MedMLOps infrastructure, orchestrates anonymisation, model selection, validation, inference, and optional
data storage, which will be used to continuously validate and retrain the model. The key differences between the traditional MedML workflow and the
MedMLOps workflow are highlighted in pink and purple colours

Continuous monitoring and validation ensure that Finally, ease of use concerns both how radiologists

models do not unexpectedly fail after radiologists
become accustomed to them. Importantly, having
automatic frameworks to detect when MedML
systems fail reduces the risk of an underperforming
MedML system becoming a liability to medical
centres and patients alike.

To ensure patient privacy and data protection,
automated informed consent collection and data de-
identification, curation and storage mechanisms are
necessary. A MedMLOps framework reduces the risk of
exposing untrusted parties to patient data: this may
result from mistakes during data retrieval/de-
identification =~ from  picture  archiving  and
communication system (PACS). MedMLOps also
guarantees easily retrievable and de-identifiable data if
researchers and clinicians hope to further develop
MedML models.

interact with these systems and ease of implementation:
with standardised MedMLops systems and protocols,
the burden of changing between MedML vendors/
products is reduced.

While MLOps is not the sole paradigm offering these
four pillars. It is especially positioned as a competent,
varied and growingly popular field capable of addressing
problems associated with MedML model development
and deployment while preserving clinician, physician and
patient experience.

Before continuing, we note the difference between
diagnostic and forecasting approaches. Diagnostic models
produce predictions which can be quickly verified by
experts. Forecasting models are risk models, producing a
quantity which correlates with the probability of a patient
developing a condition in the future.
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Fig. 3 How the four pillars suggested in this work can solve some issues in MedML applications. Each of the four pillars focuses on a specific aspect of
medical machine learning model deployment: (i) ensuring availability leads to fault-tolerance and robustness to malicious actors, (i) ensuring continuous
monitoring, validation and (re)training leads to performance which is consistently good and facilitates model retraining, (iii) ensuring patient privacy and
data protection leads to automated protocols for data de-identification, transfer and curation/organisation, and (iv) ease of use ensures that models are

more interchangeable and interoperable

Availability

To ensure MedML model utilisation, availability is
essential. Two aspects of many MLOps frameworks
ensure this—fault tolerance and scalability. These depend
on two prediction paradigms: “model-to-data” (MTD) or
“data-to-model” (DTM) [51]. In MTD, the model is
accessed (or served) locally when prediction becomes
necessary. DTM, on the other hand, involves moving data
to a remote server where predictions are performed and
then returned. While the former has the advantage of
preserving privacy, it requires dedicated computational
resources in medical institutions. The latter, on the other
hand, requires only that hospitals have an internet con-
nection but exposes patient data to man-in-the-middle
attacks (where malicious actors access data during data
transfer) [52] or other data leaks. These can facilitate data
theft or data tampering, causing erroneous predictions
[53, 54].

Fault tolerance consists of mechanisms that restart
system components when they crash or become unre-
sponsive, ensuring service availability. Frameworks such
as Kubernetes” are capable of providing this through the
cloud and in edge computing scenarios (i.e. when com-
putational resources are scarce) [55]. Scalability is the
automatic capability of allocating resources as computa-
tional demand increases. In practical terms, while MTD is
based mostly on transferring models to medical centres
and requires little scalability, DTM requires a persistent
network connection, as well as the capacity to scale the
number of predictions it can offer as demand increases.
Allocating excessive resources becomes costly, while
allocating too few can lead to models with unpredictable
availability.

) https;//kubernetes.io/
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Ultimately, availability is considered important in digital
medical applications [56, 57], and its importance should
only increase as medical systems become more dependent
on digital technologies.

Continuous monitoring, validation and (re)training
Model performance slowly degrades with time [40],
obviating the need for continuous monitoring and vali-
dation. However, a concrete problem arises—when dele-
gating decisions to MedML, how is validation possible?
Assessing the veracity of model outputs requires ground
truth annotations. Similarly, training MedML models
requires human-annotated data. However, if ground
truths are generated by a MedML model, this can lead to
model collapse, which happens when models are trained
on data or annotations generated by other models (i.e.
synthetic data) and leads to underperforming models.
While creative methodologies can prevent this [58], it
affects different models to different extents [59].
Addressing this at the local level requires considering
diagnostic models separately from forecasting models.
Diagnostic model validation can be done by considering
MedML models as second readers, a well-known approach
in radiological screening and particularly useful for less
experienced clinicians [17, 20, 60, 61]. If the model performs
well, this process could require the manual annotation of a
small random subset of cases to estimate performance
drops (i.e. model performance falling below a performance
threshold defined internally or by vendors). For forecasting
models, however, continuous validation becomes para-
doxical if these models replace proper follow-ups and
diagnoses. Consequently, forecasting models should be
considered risk models—a high-risk prediction should lead
to a confirmatory or more frequent follow-up. This creates
the data necessary to continuously evaluate these approa-
ches, with the caveat that this validation protocol only
assesses the true positive rate (or sensitivity) of a model.
Effective continuous validation should span multiple
centres. This can be integrated into radiology workflows
with MedMLOps as an additional service, requesting
annotations for randomly selected cases. This enables the
collection of patient consent and facilitates long-term

Table 2 Speculative example of catastrophic forgetting
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performance record-keeping. This might increase the
workload for medical doctors as it will require introdu-
cing data into MedML platforms after prediction (espe-
cially considering forecasting models). However, the time-
and cost-savings afforded by MedML models [62] can
compensate for this, and companies should compensate
hospitals and individuals for the added labour. Addition-
ally, automated data de-identification, collection, and
organisation processes (as noted below), can facilitate this.
Patient agency should also be prioritised: informed con-
sent should explicitly state whether their data will be used
to validate commercial models.

After performance drops are detected—typically due to
data drifts, characterised by changes in the distribution of
the underlying patient population data [63] — retraining
can be automatically or manually triggered [64]. This
requires additional considerations. As noted, patient data
must be retrieved, and patient consent should be collected
for randomised subsets of cases. This then requires a
careful balance of older data (annotated under controlled
circumstances) and more recent data (closer to real-world
data) for model retraining [65].

A common approach to update models is fine-tuning
with recent data [66]. However, this can lead to “cata-
strophic forgetting”: subsequent retraining processes with
data too dissimilar to the original training data lead to
performance drops [67]. Some approaches mitigate this
[68, 69], but continuous model assessment is still essen-
tial. Continuous learning approaches have been imple-
mented in radiology MedML ([70], but they may be
hampered by catastrophic forgetting due to the nature of
medical practice (Table 2). Different versions of the same
model may be necessary at the same time, all of which
require continuous validation and adaptation as neces-
sary. While currently not possible from a regulatory per-
spective, a “pool of models”, automatically selected to best
fit each centre, may help avoid scenarios of catastrophic
forgetting. The continuous integration of MLOps, com-
bined with model and data versioning tools (used to track
differences in versions of the same data and model) [71],
is especially fitted to dynamically distribute these models.
However, this iterative branching of models may lead to a

While both used similar scanners for several years, provided by the same vendor, HA recently changed to a different scanner vendor. As

Setting Two hospitals—HA and HB—are using the same version of a MedML model provided by the same company.
Problem

expected [14, 37], this led to a drop in performance, triggering the automated retraining of the model.
Outcome

This automatic retraining led to a model which performs well on HA. However, the performance for HB has now dropped due to

catastrophic forgetting—while being fitted to new data, the model now underperforms on data more similar to its older distribution. A

careful decision is now necessary—should different models be adapted and distributed to HA and HB? Or should HB terminate its use of

the MedML model, and does it have the necessary contingencies to do so?
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plethora of models, which is hard to manage and monitor
—a careful balance must be struck between “models that
produce an output for everyone” and “models that are
clinically useful”.

Finally, performance drops detected during continuous
validation may not necessarily lead to retraining. Indeed,
without the appropriate training data (due to ethical
constraints or low patient volume), it may be the case that
radiology departments have to abandon MedML models
altogether. Hospitals and MedML vendors should keep
this in mind and plan accordingly. In the end, all stake-
holders should prioritise patient safety and care, and
MedML models which underperform are directly at odds
with this.

Patient privacy and data protection

Thanks to the General Data Protection Regulation
(GDPR), patient privacy became a more prominent con-
cern as violations became liabilities for companies and
research centres. Through GDPR, safeguards for patient
data increased or became more evident: data de-
identification and ethical approval/institutional review
board waivers gained visibility, patients became capable of
opting out from databases, and concerns with data gov-
ernance (how data is stored and distributed) increased
[72]. Such regulations are more cumbersome and require
allocating implementation funds across medical centres
[73]. However, they have little impact on biomedical
research [74].

The “Regulation of the European Parliament and the
Council Laying down harmonised rules on artificial
intelligence (Artificial Intelligence Act) and amending
certain union legislative acts”—or, colloquially, the
EU Artificial Intelligence Act (EUAI)—brought addi-
tional regulations concerning patient privacy and
how MedML models should behave and be utilised
[75]. Particularly, the EUAI considers medical applica-
tions to belong to the high-risk category, implying that
MedML systems must follow a set of requirements
[75, 76]:

*  Well-defined scope—high-risk applications must have a
specific use and documentation outlining the expected
use cases and outcomes, as well as mitigation strategies
for potential and identifiable misuse.

* Representative and documented training data—models
must be trained with representative and well-
documented training data, which is accessible to
monitoring agencies.

* Human oversight—AI systems must be designed to
permit not only human oversight but also overriding
decisions made by them.

* Expected lifetime of the model.

* Computational requirements.
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The EUAI also alludes to continuous model monitoring,
validation and (re)training. Indeed, it is possible to modify
high-risk AI applications if the accompanying doc-
umentation concerning their scope and training data is
adequately updated [75]. Finally, these requirements,
together with GDPR, can block careless implementations
of commercial large language models (LLMs) in the
clinic. LLMs have ill-defined scopes (i.e. predicting the next
word or set of characters or producing text vaguely
described as “helpful” or “harmless” [77]) and are trained
using undocumented data (making their potential harm
hard to quantify without adequate benchmarking [78]).
Additionally, these LLMs serve as application program-
ming interfaces (APIs)—which externalise sensitive patient
information—making their use hard to justify considering
recent EU regulation. Despite these concerns, plentiful
scholarship has been produced using commercial LLMs in
radiology, from interpretation and diagnosis [79, 80] to
error detection in radiology reports [81].

Ethical and legal considerations mandate that patient
privacy be central to MedML, especially with large, multi-
centric datasets [82]. Consequently, privacy-preserving
ML models are gaining importance [83], integrating
privacy into training and prediction. This often involves
reversible cryptographic methods [84, 85], but scalability
remains a challenge [86].

Training with data from multiple centres raises privacy
concerns due to increased data breach potential. Large,
safe, de-identified centralised repositories [87] and
privacy-preserving approaches [88] offer a solution, but
ethical issues may impede this. Decentralised learning is
gaining traction in medicine, with promising outcomes in
radiology [89-91] via federated [92] and swarm learning
[89].

MLOps does not ensure patient privacy per se. How-
ever, a MedMLOps standard can equip MedML platforms
with tools for automated patient anonymisation/de-
identification and efficient, anonymised data storage.
Furthermore, it can support robust model handling and
serving, incorporating predictions into interpretable
reports for clinician validation. Image de-identification
tools (for modalities which write patient identifiers into
the image itself) can also be incorporated into the MedML
toolbox.

A MedMLOps standard will enable decentralised
interactions with medical databases and facilitate opt-out
processes. Indeed, keeping opt-out as the norm and
informing patients, facilitates retrospective and con-
sensual data reuse [93, 94]. By extending data ownership
schemes, this can better serve end-users. Electronic health
records (EHR) are a complex ecosystem, even for clin-
icians, and their centralised storage can lead to data theft
or low availability [95, 96]. Different models of data
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ownership exist, some placing a heavier focus on patient
rights. Others focus on quickly using medical data. While
patient data ownership is infrequently discussed in the big
data literature [97], some recent medical data storage/
sharing paradigms regard patients as legitimate owners of
their EHR [96].

Ease of use

MedML usability affects how clinicians interact with it.
MedMLOps enhances these interactions by improving
MedML system development and deployment. In Table 3 we
highlight this from the perspective of radiology departments
hoping to develop, validate or retrain MedML models. In this
table, we cover how data collection, data curation and
cleaning, model training, validation and model retraining are
simplified by MedMLOps. For developers, however, usability
relies on how data interacts with APIs [98].

APIs simplify software interaction through standardised
interfaces. Commands or sets of commands can be defined
as scripts or algorithms, creating reproducible workflows.
However, there can be multiple APIs, creating problems
when one is updated or becomes obsolete and requires
replacement. This leads to wasted time and resources for
hospital IT staff. Furthermore, rapidly evolving development
ecosystems can result in technical debt, with suboptimal
implementations preventing maintenance and updates [99].
The development and/or use of consistent standards and
their integration into MedMLOps systems solves this. Cur-
rently, some solutions for standardised EHR communication
and interoperability are available [98] or for medical images
[100-102]. Similarly, some MLOps platforms offer model
serving standards with “model signature”, specifying expec-
ted inputs and outputs [103]. However, some aspects are still
missing. Particularly, prediction from radiological images
may depend on different sequences and clinical variables,
requiring distinct levels of pre-processing. Importantly,
models and medical data should operate under the same
general systematic input and output specifications.

To remediate this, data models can be helpful. A data
model relates different data objects [104] (medical images,
clinical information, predictions). Data models could be built
on top of PACS systems through existing standards such as
Digital Imaging and Communications in Medicine
(DICOM). These standards could then be used to create a
systematic way of preparing data for prediction and for
prediction storage and retrieval. Model inference would then
require only the specification and retrieval of specific data
formats. Data models are not new in medical data manage-
ment [105]. Indeed, over 25,315 medical data models are
available in the MDM Portal as of August 6th 2024°.

B Accessible in: https//medical-data-models.org/
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However, depend on different institutions and follow dif-
ferent data storage and reporting practices. To unify data
models, efforts like Prostate Imaging Reporting and Data
System [106] or Breast Imaging Reporting and Data System
[107]—uniform reporting standards for prostate multi-
parametric MRI and mammography, respectively—are
helpful examples.

Commitment to solutions which are implemented but
suboptimal when compared with modern solutions is com-
mon. Humans value products they already own and are less
likely to switch to better ones if they have heavily invested in
what they own (due to endowment effects and sunk-cost bias,
respectively) [108, 109]. Organisations can be affected by
organisational inertia, reducing their ability to internally
change and innovate in the face of external changes [110, 111].
Reducing switching costs between MedML alternatives will
maximise market benefits for stakeholders. MLOps can
enforce standardised MedML system interactions, ensuring
consistent interfaces for end users. This facilitates switching
between MedML providers for developers, offloading complex
system design to pre-specified standards.

Finally, regarding usability, user experience (UX) is important
for clinicians as end users. UX guidelines in medical software
are available [112], but studies focusing on UX for general
clinical systems show that this can be improved [113]. None-
theless, recent works have studied UX in computationally
assisted diagnosis methods. For instance, less experienced users
preferred using fully automated software programmes, while
experts preferred a more step-by-step process [114]. MedML
UX is a young field with ample grounds for growth as the
number of deployed MedML products increases.

Discussion: MedMLOps in context

We introduced MedMLOps as a concept, but note that
others have considered and identified the necessity for
MLOps in healthcare. For instance, Wiesenfeld and others
discuss how MLOps can address issues pertaining to
model transferability in the clinic and between healthcare
centres [115]. Others have introduced MLOps frame-
works. CyclOps contemplates data standardisation and
validation of MedML models [116]. Resilience-aware
MLOps focuses on resistance to adversarial attacks and
domain drifts as key components of healthcare MLOps
applications [117]. FlowEHR focuses on continuous vali-
dation, standardisation and expert supervision [118]. In a
preprint, Khattak and others introduced Machine Learn-
ing for Healthcare Applications (MLHOps) as a technical
framework focusing on standardisation, interoperability,
trust, and bias reduction [119]. Importantly, recent multi-
society position papers highlighted the need for con-
tinuously validating models to understand how perfor-
mance changes, and continuously/locally training models
to better serve different patient populations [119, 120].
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Table 3 How MedMLOps can change the radiology workflow for MedML development, validation and retraining at individual
institutions. Importantly, these changes are considered for medical centres which have already implemented a MedMLOps system

Process

Without MedMLOps

With MedMLOps

Preliminaries
Data collection

Data curation and
cleaning

Model training

Validation

Model retraining

Medical professionals and researchers identify a relevant research question and what kinds of data will be required.

Clinicians and/or researchers localise specific types of data in
PACS and EHR systems by hand or using minimal
automations based on series descriptions and image types.

Data curation and cleaning are performed by experts or
automatic processes, which are triggered manually.

Models are trained on separate computers, which typically
have no access to PACS systems or centralised data
repositories.

Validation is performed after repeating D3C to gather
additional sources of data, which are adequate for model
validation. If continuous validation is necessary, this is
typically performed at intervals by repeating this process.

Model retraining requires repeating D3C with novel data. If
retraining is intended with external data, the absence of a
common protocol between hospitals or medical centres can
cause additional complications, as these processes tend to
be different between institutions.

Data is automatically collected and stored in a data lake following
appropriate informed consent and anonymisation or
pseudonymisation by orchestrating communications with PACS
and HER systems. An automated system of telemedicine
informed can be used to guarantee that physicians require little
to no additional consultation time [43]. Some additional
processes—such as manually segmenting the ground truth—
must still be performed by clinicians, but can be streamlined by a
similar process; if a segmentation with series description
“finalSegmentation” arrives in the PACS, the automatic data
collection will detect this and associate it with the relevant series
and study.

Data curation (i.e. relevant series selection) is performed by
automatic processes which are triggered as soon as the data
arrives in the data lake. This can be performed with high accuracy
based on ML methods using DICOM metadata [130, 131] or pixel
data in images [132].

Data cleaning processes (i.e. conversion to inference-appropriate
formats, application of pre-processing steps for data
harmonisation) can be triggered following the appropriate data
curation steps. Because D3C is automated, an appropriate
informed consent waiver by the independent review board,
guarantees that retrospective cohorts can be stored in the data
lake, requiring only the identification of patients.

Upon the selection of the relevant data for model training and
internal validation, training can be triggered on local
computational infrastructure or in the cloud.

Through automated D3C, both prospective and retrospective
validation cohorts can be collected by simply identifying relevant
patients or individuals. Validation can be triggered manually
(which will run on pre-defined cohorts of patients) or
orchestrated to run at specific intervals with data acquired
recently—this is of paramount importance for continuous
validation and monitoring of MedML models.

Similarly to training, retraining with internal data requires only the
selection of relevant patients or individuals. If training is to be
done in a different centre with a standardised MedMLOps internal
framework, this can be performed similarly after sharing of the
data preprocessing and training protocol through containers, a
technology which creates a reproducible environment and
guarantees identical implementations between different medical
institutions [133].

PACS picture archiving and communication system, DICOM digital imaging and communications in medicine, D3C data collection, curation and cleaning, MedML
medical machine-learning, MedMLOps medical machine-learning operations

MedMLOps facilitates this while reducing the burden of
retraining and validating models from both clinicians and
future MedML developers. The existing literature is not at

odds with MedMLOps and is complementary to this
work. However, we note that each of the pillars described
above can be further expanded.
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As noted, implementing MLOps systems is not
straightforward. Considering current MedML products
and systems, problems can arise in terms of data har-
monisation, computational infrastructure and technical
know-how. Concerning harmonisation, MedML systems
lack standardised inputs and outputs, and may not work
systematically across imaging conditions or scanners
[14, 36, 37]. Medical institutions must acquire computa-
tional resources (cloud-based or local) and train/hire staff
skilled in developing and maintaining MedML and
MedMLOps. This expanding professional network will
strengthen the MedMLOps ecosystem, assuring the
ongoing safety of MedML systems.

Retraining may further hinder the implementation of
MedMLOps. This is, in part, still uncertain from a reg-
ulatory perspective within the EU. The EUAI guarantees
this is a possibility in high-risk applications if model and
data documentation are adequately updated [121]. How-
ever, how this works from a regulatory perspective is still
unclear, leading to added financial risk. According to the
Medical Device Regulation, software devices (i.e. MedML
models) can be retrained as long as this (i) does not sig-
nificantly alter the performance, intended use or risk
profile, (ii) follows the quality management protocols and
post-market surveillance specified for the approval of the
model and iii) is well-documented [122-124]. However,
what constitutes significant alterations is not clear.

Lastly, we note that other actions can further improve
MedML application use in the clinic. Education plans—both
for medical doctors [26, 31, 70, 122] and patients [123-125]—
are crucial to empower professionals. They ensure everyone
is knowledgeable about the process and that patients can
provide informed consent. Presently, the public is still dis-
trustful of clinical Al applications. Levels of distrust are higher
in disenfranchised people (lower educational attainment, non-
Western immigrants, women) [126]. While understandable—
there is a history of medical treatments discriminating against
women, racialised individuals and those belonging to a lower
socioeconomic status [127—-132]—this can further create dis-
parities and prevent a truly universal access to healthcare.
Democratising MedML access should also consider the global
stage: clinical trials for AI/MedML products are geographically
concentrated in Europe, Asia and North America [133].
MedMLOps may not solve these issues entirely. However,
universal frameworks for MedML deployment reduce entry
barriers in disadvantaged regions and markets. Regions lacking
specialised personnel and resources may benefit the most from
high-quality and widely available MedMLOps systems.

Conclusion

We define MedMLOps and how it can aid radiologists using
MedML products, along with its challenges. These require-
ments expand MLOps to address healthcare-specific issues,
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achieved via communication between developers and med-
ical personnel by systematising model implementation in a
structured and automated manner.

Abbreviations

Al Artificial intelligence
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EUAI EU Artificial Intelligence Act

GDPR General Data Protection Regulation

LLM Large language model

MedML Medical machine-learning (models)

MedMLOps Medical machine-learning operations
ML Machine-learning

MLOps Machine-learning operations

MTD Model-to-data

PACS Picture archiving and communication system
UX User experience

Funding

JGdA is funded by the Union H2020: ProCAncer-I project (EU grant 952159).
Open access funding provided by FCT|FCCN (b-on).

Compliance with ethical standards

Guarantor
The scientific guarantor of this publication is José Guilherme de Almeida.

Conflict of interest
The authors of this manuscript declare no relationships with any companies,
whose products or services may be related to the subject matter of the article.

Statistics and biometry
No complex statistical methods were necessary for this paper.

Informed consent
NA.

Ethical approval
Institutional Review Board approval was not required because this is a review.

Study subjects or cohorts overlap
NA.

Methodology

« Review

Received: 9 September 2024 Revised: 26 March 2025 Accepted: 10 April
2025
Published online: 08 May 2025

References

1. May M (2021) Eight ways machine learning is assisting medicine. Nat
Med 27:2-3

2. Kline A, Wang H, Li Y et al (2022) Multimodal machine learning in
precision health: a scoping review. NPJ Digit Med 5:171

3. Hickman SE, Payne NR, Black RT et al (2023) Mammography breast
cancer screening triage using deep learning: a UK retrospective study.
Radiology 309:2231173



de Almeida et al. European Radiology

20.

21

22.

23.

24.

25.

26.

Swanson K, Wu E, Zhang A et al (2023) From patterns to patients:
advances in clinical machine learning for cancer diagnosis, prognosis,
and treatment. Cell 186:1772-1791

Hunter B, Hindocha S, Lee RW (2022) The role of artificial intelligence in early
cancer diagnosis. Cancers (Basel) 14:1524. https//doi.org/10.3390/cancers
14061524

French C, Makowski M, Terker S, Clark PA (2019) Automating incidental
findings in radiology reports using natural language processing and
machine learning to identify and classify pulmonary nodules. J Clin
Orthod 37:¢18093-e18093

Kwak SH, Kim E-K, Kim MH et al (2023) Incidentally found resectable
lung cancer with the usage of artificial intelligence on chest radio-
graphs. PLoS One 18:¢0281690

Angelopoulos AN, Pomerantz S, Do S et al (2024) Conformal triage for
medical imaging Al deployment. Preprint at https://doi.org/10.1101/
2024.02.09.24302543

Koetzier LR, Mastrodicasa D, Szczykutowicz TP et al (2023) Deep learning
image reconstruction for CT: technical principles and clinical prospects.
Radiology 306:€221257

Kiryu S, Akai H, Yasaka K et al (2023) Clinical impact of deep learning
reconstruction in MRI. Radiographics 43:e220133

Zeng G, Guo Y, Zhan J et al (2021) A review on deep learning MRI
reconstruction without fully sampled k-space. BMC Med Imaging 21:195
Wasserthal J, Breit H-C, Meyer MT et al (2023) TotalSegmentator: robust seg-
mentation of 104 anatomic structures in CT images. Radiol Artif Intell
5:2230024

Fassia M-K, Balasubramanian A, Woo S et al (2024) Deep learning
prostate MRI segmentation accuracy and robustness: a systematic
review. Radiol Artif Intell 6:2230138

Rodrigues NM, Almeida de JG, Verde ASC et al (2024) Analysis of domain shift
in whole prostate gland, zonal and lesions segmentation and detection, using
multicentric retrospective data. Comput Biol Med 171:108216

Ginn JS, Gay HA, Hilliard J et al (2023) A clinical and time savings
evaluation of a deep learning automatic contouring algorithm. Med
Dosim 48:55-60

Palazzo G, Mangili P, Deantoni C et al (2023) Real-world validation of artificial
intelligence-based computed tomography auto-contouring for prostate
cancer radiotherapy planning. Phys Imaging Radiat Oncol 28:100501

Sung J, Park S, Lee SM et al (2021) Added value of deep learning-based
detection system for multiple major findings on chest radiographs: a
randomized crossover study. Radiology 299:450-459

Misi¢ W, Rajaram K, Gabel E (2021) A simulation-based evaluation of
machine learning models for clinical decision support: application and
analysis using hospital readmission. NPJ Digit Med 4:98

Rozenblum R, Rodriguez-Monguio R, Volk LA et al (2020) Using a
machine learing system to identify and prevent medication prescrib-
ing errors: a clinical and cost analysis evaluation. Jt Comm J Qual Patient
Saf 46:3-10

Ng AY, Glocker B, Oberije C et al (2023) Artificial intelligence as sup-
porting reader in breast screening: a novel workflow to preserve quality
and reduce workload. J Breast Imaging 5:267-276

Jones J (2024) How health systems are navigating the complexities of
Al In: The centre for connected medicine. https://connectedmed.com/
resources/how-health-systems-are-navigating-the-complexities-of-ai/.
Accessed 4 Apr 2024

Zhang A, Xing L, Zou J, Wu JC (2022) Shifting machine learning for
healthcare from development to deployment and from models to data.
Nat Biomed Eng 6:1330-1345

Feinstein JA, Gill PJ, Anderson BR (2023) Preparing for the international
classification of diseases, 11th revision (ICD-11) in the US Health Care
System. JAMA Health Forum 4.232253

Bizzo BC, Dasegowda G, Bridge C et al (2023) Addressing the challenges
of implementing artificial intelligence tools in clinical practice: principles
from experience. J Am Coll Radiol 20:352-360

Jiang S, Bukhari SMA, Krishnan A et al (2024) Deployment of artificial
intelligence in radiology: Strategies for success. AJR Am J Roentgenol.
https://doi.org/10.2214/AJR.24.31898

Al-Qerem W, Eberhardt J, Jarab A et al (2023) Exploring knowledge,
attitudes, and practices towards artificial intelligence among health
professions’ students in Jordan. BMC Med Inform Decis Mak 23:1-7

27.

28.

29.

30.

31

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

Page 12 of 14

Swed S, Alibrahim H, Elkalagi NKH et al (2022) Knowledge, attitude, and
practice of artificial intelligence among doctors and medical students in
Syria: a cross-sectional online survey. Front Artif Intell Appl. https://doi.
0rg/10.3389/frai.2022.1011524

Ahmed Z, Bhinder KK, Tarig A et al (2022) Knowledge, attitude, and practice of
artificial intelligence among doctors and medical students in Pakistan: a cross-
sectional online survey. Ann Med Surg (Lond) 76:103493

Mousavi Baigi SF, Sarbaz M, Ghaddaripouri K et al (2023) Attitudes,
knowledge, and skills towards artificial intelligence among healthcare
students: a systematic review. Health Sci Rep 6:¢1138

Lambert SI, Madi M, Sopka S et al (2023) An integrative review on the
acceptance of artificial intelligence among healthcare professionals in
hospitals. NPJ Digit Med 6:111

Shevtsova D, Ahmed A, Boot IWA et al (2024) Trust in and acceptance of
artificial intelligence applications in medicine: mixed methods study.
JMIR Hum Factors 11:e47031

Sandhu S, Lin AL, Brajer N et al (2020) Integrating a machine learning
system into clinical workflows: qualitative study. J Med Internet Res
22:222421

Shankar S, Garcia R, Hellerstein JM, Parameswaran AG (2024) "We have
no idea how models will behave in production until production”: how
engineers operationalize machine learning. In: Proceedings of the ACM
on Human-Computer Interaction. ACM, pp 1-34

Lipton ZC, Steinhardt J (2019) Troubling trends in machine learning
scholarship: some ML papers suffer from flaws that could mislead the
public and stymie future research. Queueing Syst 17:45-77

Varoquaux G, Cheplygina V (2022) Machine leamning for medical imaging:
methodological failures and recommendations for the future. NPJ Digit Med 5:48
Almeida de JG, Rodrigues NM, Castro Verde AS et al (2025) Impact of
scanner manufacturer, endorectal coil use, and clinical variables on
deep learning-assisted prostate cancer classification using multi-
parametric MRI. Radiol Artif Intell 7:.2230555

Kushol R, Parnianpour P, Wilman AH et al (2023) Effects of MRI scanner man-
ufacturers in classification tasks with deep learing models. Sci Rep 13:16791
Lijens G, Toth R, van de Ven W et al (2014) Evaluation of prostate
segmentation algorithms for MRI: the PROMISE12 challenge. Med Image
Anal 18:359-373

Yan W, Huang L, Xia L et al (2020) MRI manufacturer shift and adap-
tation: increasing the generalizability of deep learning segmentation for
MR images acquired with different scanners. Radiol Artif Intell 2:2190195
Vela D, Sharp A, Zhang R et al (2022) Temporal quality degradation in Al
models. Sci Rep 12:11654

Young Z, Steele R (2022) Empirical evaluation of performance degra-
dation of machine learning-based predictive models—a case study in
healthcare information systems. Int J Inf Manage Data Insights 2:100070
Otles E, Oh J, Li B et al (2021) Mind the performance gap: examining
dataset shift during prospective validation. In: Jung K, Yeung S, Sendak
M et al (eds) Proceedings of the 6th machine learning for healthcare
conference. PMLR, pp 506-534

Oladele S (2022) How these 8 companies implement MLOps: in-depth
guide. In: neptune.ai. https://neptune.ai/blog/how-these-8-companies-
implement-mlops. Accessed 6 Nov 2024

Makinen S, Skogstrém H, Laaksonen E, Mikkonen T (2021) Who needs
MLOps: What data scientists seek to accomplish and how can MLOps
help? In: 2021 IEEE/ACM 1st workshop on Al engineering—software
engineering for Al (WAIN). IEEE, pp 109-112

Granlund T, Kopponen A, Stirbu V et al (2021) MLOps challenges in
multi-organization setup: experiences from two real-world cases. In:
2021 IEEE/ACM 1st workshop on Al engineering—software engineering
for Al (WAIN). IEEE, pp 82-88

Bobb MR, Van Heukelom PG, Faine BA et al (2016) Telemedicine pro-
vides noninferior research informed consent for remote study enroll-
ment: a randomized controlled trial. Acad Emerg Med 23:759-765
Myllyaho L, Raatikainen M, Méannistd T et al (2022) On misbehaviour and
fault tolerance in machine learning systems. J Syst Softw 183:111096
Vanska S, Kemell K-K, Mikkonen T, Abrahamsson P (2024) Continuous
software engineering practices in Al/ML development past the narrow
lens of MLOps: adoption challenges. e-Inf Softw Eng J 182240102
Kolar Narayanappa A, Amrit C (2024) An analysis of the barriers preventing
the implementation of MLOps. In: Transfer, diffusion and adoption of


https://doi.org/10.3390/cancers14061524
https://doi.org/10.3390/cancers14061524
https://doi.org/10.1101/2024.02.09.24302543
https://doi.org/10.1101/2024.02.09.24302543
https://connectedmed.com/resources/how-health-systems-are-navigating-the-complexities-of-ai/
https://connectedmed.com/resources/how-health-systems-are-navigating-the-complexities-of-ai/
https://doi.org/10.2214/AJR.24.31898
https://doi.org/10.3389/frai.2022.1011524
https://doi.org/10.3389/frai.2022.1011524
https://neptune.ai/blog/how-these-8-companies-implement-mlops
https://neptune.ai/blog/how-these-8-companies-implement-mlops

de Almeida et al. European Radiology

50.

5T.

52.

53.

54,

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

next-generation digital technologies. Springer Nature Switzerland, pp
101-114

Daniel P, Siewiorek RS (1998) GENERAL-PURPOSE COMPUTING. In:
Reliable computer systems. 3rd edn. A K Peters/CRC Press, 444-444
Guinney J, Saez-Rodriguez J (2018) Alternative models for sharing
confidential biomedical data. Nat Biotechnol 36:391-392

Salem O, Alsubhi K, Shaafi A et al (2022) Man-in-the-middle attack
mitigation in internet of medical things. IEEE Trans Ind Inf 18:2053-2062
Mangaokar N, Pu J, Bhattacharya P et al (2020) Jekyll: attacking medical
image diagnostics using deep generative models. In: 2020 IEEE Eur-
opean Symposium on Security and Privacy (EuroS&P). IEEE, pp 139-157
Rasool RU, Ahmad HF, Rafique W et al (2022) Security and privacy of
internet of medical things: a contemporary review in the age of sur-
veillance, botnets, and adversarial ML. J Netw Comput Appl 201:103332
Heckmann O, Ravindran A (2023) Evaluating kubernetes at the edge for
fault tolerant multi-camera computer vision applications. In: 2023 IEEE/
ACM 23rd International symposium on cluster, cloud and internet
computing workshops (CCGridW). IEEE, pp 269-271

Gutiérrez-Martinez J, NUfez-Gaona MA, Aguirre-Meneses H, Delgado-
Esquerra RE (2012) A software and hardware architecture for a high-
availability PACS. J Digit Imaging 25:471-479

Sakamoto N (1998) Availability of software services for a hospital
information system. Int J Med Inform 49:89-96

Gerstgrasser M, Schaeffer R, Dey A et al (2024) Is model collapse
inevitable? Breaking the curse of recursion by accumulating real and
synthetic data. https://doi.org/10.48550/arXiv.2404.01413

Shumailov I, Shumaylov Z, Zhao Y et al (2023) The curse of recursion:
training on generated data makes models forget. Preprint at https://
arxiv.org/abs/2305.17493

Sharma N, Ng AY, James JJ et al (2023) Multi-vendor evaluation of
artificial intelligence as an independent reader for double reading in
breast cancer screening on 275,900 mammograms. BMC Cancer 23:460
Bassi E, Russo A, Oliboni E et al (2024) The role of an artificial intelligence
software in clinical senology: a mammography multi-reader study.
Radiol Med 129:202-210

Khanna NN, Maindarkar MA, Viswanathan V et al (2022) Economics of
artificial Intelligence in healthcare: diagnosis vs. treatment. Healthcare
(Basel) 10:2493

Sahiner B, Chen W, Samala RK; Petrick N (2023) Data drift in medical machine
learning: implications and potential remedies. Br J Radiol 96:20220878
Kreuzberger D, Kuhl N, Hirschl S (2023) Machine learning operations (MLOps):
overview, definition, and architecture. IEEE Access 11:31866-31879

Liu B (2017) Lifelong machine learning: a paradigm for continuous
learning. Front Comput Sci 11:359-361

Kading C, Rodner E, Freytag A, Denzler J (2017) Fine-tuning deep neural
networks in continuous learning scenarios. Computer vision—-ACCV 2016
workshops. Springer International Publishing, 588-605

Nguyen CV, Achille A, Lam M et al (2019) Toward understanding cat-
astrophic forgetting in continual learning. Preprint at https://doi.org/10.
48550/arXiv.1908.01019

Hofmanninger J, Perkonigg M, Brink JA et al (2020) Dynamic memory to
alleviate catastrophic forgetting in continuous learning settings. In:
Medical image computing and computer assisted intervention—MIC-
CAI 2020. Springer International Publishing, pp 359-368

Kirkpatrick J, Pascanu R, Rabinowitz N et al (2017) Overcoming cata-
strophic forgetting in neural networks. Proc Natl Acad Sci U S A
114:3521-3526

Pianykh OS, Langs G, Dewey M et al (2020) Continuous learning Al in
radiology: implementation principles and early applications. Radiology
297:6-14

Versioning Data and Models. In: Data version control - DVC. https://dvc.
org/doc/use-cases/versioning-data-and-models. Accessed 8 Apr 2024
de Kok JWTM, de la Hoz MAA, de Jong Y et al (2023) A guide to sharing
open healthcare data under the general data protection regulation. Sci
Data 10:404

Yuan B, Li J (2019) The policy effect of the general data protection
regulation (GDPR) on the digital public health Sector in the European
Union: an empirical investigation. Int J Environ Res Public Health.
https://doi.org/10.3390/ijerph 16061070

74.

75.

76.

77.

78.

79.

80.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

Page 13 of 14

Rumbold JMM, Pierscionek B (2017) The effect of the general data
protection regulation on medical research. J Med Internet Res 19:e47
European Commission, Directorate-General for Communications Net-
works, Content and Technology (2021) Regulation of the European
Parliament and the Council Laying down harmonised rules on artificial
intelligence (Artificial Intelligence Act) and amending certain union
legislative acts. COM (2021) 206 final

Edwards L (2021) The EU Al Act: a summary of its significance and
scope. Ada Lovelace Institute

Bai Y, Jones A, Ndousse K et al (2022) Training a helpful and harmless
assistant with reinforcement learning from human feedback. Preprint at
https://doi.org/10.48550/arXiv.2204.05862

Bender EM, Gebru T, McMillan-Major A, Shmitchell S (2021) On the
dangers of stochastic parrots: Can language models be too big? In:
Proceedings of the 2021 ACM conference on fairness, accountability,
and transparency. Association for Computing Machinery, New York, pp
610-623

Mitsuyama Y, Tatekawa H, Takita H et al (2024) Comparative analysis of
GPT-4-based ChatGPT's diagnostic performance with radiologists using
real-world radiology reports of brain tumors. Eur Radiol. https://doi.org/
10.1007/500330-024-11032-8

Kalidindi S, Baradwaj J (2024) Advancing radiology with GPT-4: inno-
vations in clinical applications, patient engagement, research, and
learning. Eur J Radiol Open 13:100589

Gertz RJ, Dratsch T, Bunck AC et al (2024) Potential of GPT-4 for
detecting errors in radiology reports: Implications for reporting accu-
racy. Radiology 311:€232714

Shen N, Bernier T, Sequeira L et al (2019) Understanding the patient
privacy perspective on health information exchange: a systematic
review. Int J Med Inform 125:1-12

Al-Rubaie M, Morris Chang J (2019) Privacy-preserving machine learn-
ing: threats and solutions. IEEE Secur Priv 17:49-58

Phong LT, Aono Y, Hayashi T et al (2018) Privacy-preserving deep
learning via additively homomorphic encryption. IEEE Trans Inf Foren-
sics Secur 13:1333-1345

Tan S, Knott B, Tian Y, Wu DJ (2021) CryptGPU: fast privacy-preserving
machine learning on the GPU. In: 2021 IEEE symposium on security and
privacy (SP). IEEE, pp 1021-1038

Mohassel P, Zhang Y (2017) SecureML: a system for scalable privacy-
preserving machine learning. In: 2017 IEEE symposium on security and
privacy (SP). IEEE, San Jose, pp 19-38

Sunogrot MRS, Saha A, Hosseinzadeh M et al (2022) Artificial intelligence
for prostate MRI: open datasets, available applications, and grand
challenges. Eur Radiol Exp 6:35

Li P, Li T, Ye H et al (2018) Privacy-preserving machine learning with
multiple data providers. Future Gener Comput Syst 87:341-350
Warnat-Herresthal S, Schultze H, Shastry KL et al (2021) Swarm learning
for decentralized and confidential clinical machine learning. Nature
594:265-270

Kwak L, Bai H (2023) The role of federated learning models in medical
imaging. Radiol Artif Intell 5:2230136

Kaissis G, Ziller A, Passerat-Palmbach J et al (2021) End-to-end privacy
preserving deep learning on multi-institutional medical imaging. Nature
Machine Intelligence 3:473-484

Rieke N, Hancox J, Li W et al (2020) The future of digital health with
federated learning. NPJ Digit Med 3:119

de Man Y, Wieland-Jorna Y, Torensma B et al (2023) Opt-in and opt-out
consent procedures for the reuse of routinely recorded health data in
scientific research and their consequences for consent rate and consent
bias: systematic review. J Med Internet Res 25:e42131

Oakes AH, Epstein JA, Ganguly A et al (2021) Effect of opt-in vs opt-out
framing on enrollment in a COVID-19 surveillance testing program: the
COVID SAFE. JAMA Netw Open 4:€2112434

Johnson KB, Neuss MJ, Detmer DE (2021) Electronic health records and
clinician burnout: a story of three eras. J Am Med Inform Assoc
28:967-973

Lidstréomer N, Davids J, EISharkawy M et al (2024) Systematic review and
meta-analysis for a global patient co-owned cloud (GPOC). Nat Com-
mun 15:2186


https://doi.org/10.48550/arXiv.2404.01413
https://arxiv.org/abs/2305.17493
https://arxiv.org/abs/2305.17493
https://doi.org/10.48550/arXiv.1908.01019
https://doi.org/10.48550/arXiv.1908.01019
https://dvc.org/doc/use-cases/versioning-data-and-models
https://dvc.org/doc/use-cases/versioning-data-and-models
https://doi.org/10.3390/ijerph16061070
https://doi.org/10.48550/arXiv.2204.05862
https://doi.org/10.1007/s00330-024-11032-8
https://doi.org/10.1007/s00330-024-11032-8

de Almeida et al. European Radiology

97.

98.

9.

100.

101.

102.
103.

105.

106.

107.

108.

109.

110.

M.

112.

113

114.

115.

116.

Mirchev M, Mircheva |, Kerekovska A (2020) The academic viewpoint on
patient data ownership in the context of big data: scoping review. J
Med Internet Res 22:¢22214

Mandel JC, Kreda DA, Mandl KD et al (2016) SMART on FHIR: a stan-
dards-based, interoperable apps platform for electronic health records. J
Am Med Inform Assoc 23:899-908

Sculley D, Holt G, Golovin D et al (2015) Hidden technical debt in
machine learning systems. In: Advances in neural information proces-
sing systems, 28

Bidgood WD Jr, Horii SC, Prior FW, Van Syckle DE (1997) Understanding
and using DICOM, the data interchange standard for biomedical ima-
ging. J Am Med Inform Assoc 4:199-212

MLflow models. Available via https://mlflow.org/docs/latest/models.
html. Accessed 9 Apr 2024

MONAI Consortium (2023) MONAI: medical open network for Al. MONAI
Brodie ML (1984) On the development of data models. In: Brodie ML,
Mylopoulos J, Schmidt JW (eds) On conceptual modelling: perspectives
from artificial intelligence, databases, and programming languages.
Springer New York, New York, pp 19-47

Danese MD, Halperin M, Duryea J, Duryea R (2019) The generalized data
model for clinical research. BMC Med Inform Decis Mak 19:117
Dutruel SP, Jeph S, Margolis DJA, Wehrli N (2020) PI-RADS: what is new
and how to use it. Abdom Radiol (NY) 45:3951-3960

Spak DA, Plaxco JS, Santiago L et al (2017) BI-RADS® fifth edition: a
summary of changes. Diagn Interv Imaging 98:179-190

Ronayne D, Sgroi D, Tuckwell A (2021) Evaluating the sunk cost effect. J
Econ Behav Organ 186:318-327

Zhen J, Cao C, Qiu H, Xie Z (2021) Impact of organizational inertia on
organizational agility: the role of IT ambidexterity. Inf Technol Manag
22:53-65

Moradi E, Jafari SM, Doorbash ZM, Mirzaei A (2021) Impact of orga-
nizational inertia on business model innovation, open innovation and
corporate performance. Asia Pacific Management Review 26:171-179
Mival O, Benyon D (2015) User experience (UX) design for medical
personnel and patients. In: Fricker SA, Thimmler C, Gavras A (eds)
Requirements engineering for digital health. Springer International
Publishing, Cham, pp 117-131

Shaalan D, Jusoh S (2020) Visualization in medical system interfaces: UX
guidelines. In: 2020 12th International conference on electronics,
computers and artificial intelligence (ECAI). IEEE, pp 1-8

Jansson M, Liisanantti J, Ala-Kokko T, Reponen J (2022) The negative
impact of interface design, customizability, inefficiency, malfunctions,
and information retrieval on user experience: a national usability survey
of ICU clinical information systems in Finland. Int J Med Inform
159:104680

Mai RPHN, Win GTT, Rana GS, Lee GHJ, Jang GSW (2023) Comparison of
different CAD software on user experience and satisfaction. Int Dent J
73:545-546

Wiesenfeld BM, Aphinyanaphongs Y, Nov O (2022) Al model transfer-
ability in healthcare: a sociotechnical perspective. Nat Mach Intell
4:807-809

Krishnan A, Subasri V, McKeen K et al (2022) CyclOps: cyclical devel-
opment towards operationalizing ML models for health. Preprint at
https://doi.org/10.1101/2022.12.02.22283021

Moskalenko V, Kharchenko V (2024) Resilience-aware MLOps for Al-
based medical diagnostic system. Front Public Health 12:1342937
Harris S, Bonnici T, Keen T et al (2022) Clinical deployment environ-
ments: five pillars of translational machine learning for health. Front
Digit Health 4:939292

Page 14 of 14

118.  Khattak FK, Subasri V, Krishnan A et al (2025) MLHOps: Machine learning
health operations. IEEE Access 13:20374-20412

119.  Brady AP, Allen B, Chong J et al (2024) Developing, purchasing,
implementing and monitoring Al tools in radiology: Practical con-
siderations. A multi-society statement from the ACR, CAR, ESR, RANZCR
& RSNA. J Am Coll Radiol 21:1292-1310

120.  Linguraru MG, Bakas S, Aboian M et al (2024) Clinical, cultural, com-
putational, and regulatory considerations to deploy Al in radiology:
perspectives of RSNA and MICCAI experts. Radiol Artif Intell 6:2240225

121.  The European Parliament, The Council of the European Union (2017)
Regulation (EU) 2017/745 of the European Parliament and of the
Council of 5 April 2017 on medical devices, amending Directive 2001/
83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC. Off J Eur
Union. http://data.europa.eu/eli/reg/2017/745/0j

122.  Tejani AS, Elhalawani H, Moy L et al (2023) Artificial intelligence and
radiology education. Radiol Artif Intell 5:.2220084

123.  Cohen IG (2020) Informed consent and medical artificial intelligence:
What to tell the patient? SSRN Electron J. https://doi.org/10.2139/ssrn.
3529576

124, Mucci A, Green WM, Hill LH (2024) Incorporation of artificial intelligence
in healthcare professions and patient education for fostering effective
patient care. New Dir Adult Contin Educ 2024:51-62

125.  Jeyakumar T, Younus S, Zhang M et al (2023) Preparing for an artificial
intelligence—enabled future: patient perspectives on engagement and
health care professional training for adopting artificial intelligence
technologies in health care settings. JMIR Al 2:e40973

126. Yakar D, Ongena YP, Kwee TC, Haan M (2022) Do people favor artificial
intelligence over physicians? A survey among the general population
and their view on artificial intelligence in medicine. Value Health
25:374-381

127. McDonald JA, Terry MB, Tehranifar P (2014) Racial and gender dis-
crimination, early life factors, and chronic physical health conditions in
midlife. Womens Health Issues 24:e53-e59

128. Ayhan CHB, Bilgin H, Uluman OT et al (2020) A systematic review of the
discrimination against sexual and gender minority in health care set-
tings. Int J Health Serv 50:44-61

129.  Brown CE, Engelberg RA, Sharma R et al (2018) Race/ethnicity, socio-
economic status, and healthcare intensity at the end of life. J Palliat Med
21:1308-1316

130.  Ohlson M (2020) Effects of socioeconomic status and race on access to
healthcare in the United States. Perspectives 12:2

131. Hong R, Baumann BM, Boudreaux ED (2007) The emergency depart-
ment for routine healthcare: race/ethnicity, socioeconomic status, and
perceptual factors. J Emerg Med 32:149-158

132. Frglich A, Ghith N, Schigtz M et al (2019) Multimorbidity, healthcare
utilization and socioeconomic status: a register-based study in Den-
mark. PLoS One 14:¢0214183

133. Serra-Burriel M, Locher L, Vokinger KN (2023) Development pipeline and
geographic representation of trials for artificial intelligence/machine
learning—enabled medical devices (2010 to 2023). NEM Al
1:Alp2300038

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.


https://mlflow.org/docs/latest/models.html
https://mlflow.org/docs/latest/models.html
https://doi.org/10.1101/2022.12.02.22283021
http://data.europa.eu/eli/reg/2017/745/oj
https://doi.org/10.2139/ssrn.3529576
https://doi.org/10.2139/ssrn.3529576

	Medical machine learning operations: a framework to facilitate clinical AI development and deployment in radiology
	Introduction
	Hurdles in medical machine-learning (MedML) deployment
	The growing field of machine-learning operations (MLOps)
	Medical machine-learning operations (MedMLOps)
	Availability
	Continuous monitoring, validation and (re)training
	Patient privacy and data protection
	Ease of use

	Discussion: MedMLOps in context
	Conclusion
	Acknowledgements




